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~“CCS::s- Quantum Computing and Quantum
. ™" Crypto: Do we have a problem? et

'Quantum
Computer
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From : Quantum Computing: Progress & Prospects 2018. A Consensus Report. National Academy of
Sciences, Engineering and Medicine (adapted from M. Mosca, 2015)
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“Ingeniamos el futuro

» Q: Time to a quantum computer: ?

» I: Time to fully change the security infrastructure:
Estimate (NIST) 20yrs.

» S: Shelf life: 1-50 yrs. (what is your application?)

If I+S > Q... you have problems.
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“Ingeniamos el futuro

» Postquantum crypto: Business as usual.

- “new” algorithms believed to be secure against Quantum
Computers.

» Quantum Cryptography:
- Physical layer security —> Networks
* You need hardware

- ... and it is not easy
- Not a complete substitute!
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CCSE,?;%E;%?EW networks, why is it difficult?

“Ingeniamos el futuro

Limited reach pomt to pomt extremely weak signals.
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Quantum communications and

CCSr i [(s why is it difficult?
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Does not play well in telco networks? =~
[POLITECNICA|

“Ingeniamos el futuro’

It does...

First Quantum SDN
Network in the world.

Installed in Telefonica
Spain production
facilities.
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Use the correct technology

“Ingeniamos el futuro

- SDN - Software Defined
Networking

- Network Flexibility

- CV-QKD technology:
- Better tolerance to noise:
quantum/classical copropagation.
- Prospective industrialization
path

EU H2020

0 Grant 820466
C|V|Q

Real world use cases.

Data
security

NFV MANO / SDN

Control
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uantum-safe '\‘.
Ecosystem

.
Ko
B

Site A . Data Plane "Site BI L

""" O L N vl
Bob1 ™ Bob2
Critical w
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End to end encrypit.
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